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About Me

e Core Developer at The Tor Project since early

2017. Team Lead of the Network Team since /~
late 2019.

e Free Software developer since 2006.

e Worked with distributed systems in the Erlang
programming language, WebKit-based mobile
browsers, embedded development, lots of
security, cryptography, and general software
development consulting.

e Co-organizing the annual Danish hacker
festival BornHack on Funen.


https://bornhack.dk/

What is Tor?

e Online anonymity, censorship
circumvention, and fingerprinting
resistance.

o Free software.
o Open network.
o Open specifications.

e Community of researchers, developers,
users, and relay operators.

e U.S.501(c)(3) non-profit organization.

e Almost 70 people working on Tor as their
dayjob. Everything presented here is a
team effort.
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Anonymity isn’t Encryption
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Encryption just protects contents.
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What is Tor?

Online anonymity is provided by C Tor and/or Arti.

Censorship circumvention is provided via our Pluggable Transport ecosystem:
Snowflake, obfs4, meek, ...

Fingerprinting resistance is provided via Tor Browser, Tor Browser for Android,
Tails, and other apps with domain specific needs for isolation and fingerprinting
resistance.
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2017: Meeting in Amsterdam

In 2017, The Tor Project community meets in Amsterdam for our annual
developer meeting.

During this meeting, a session is held about building Tor implementations in
alternative languages.

As you can likely imagine, everyone had different views about the direction
here: some wanted Go, some wanted C++, some wanted Python, | wanted
Erlang, a few folks expressed interest in Rust.

Sebastian Hahn pulled an "all nighter" and got a very basic "Hello world" in Rust
running as part of C Tor’s build system (autotools).
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C Tor and Rust

Sebastian’s work allowed us to do module-by-module conversion of the C Tor
codebase to Rust. This would allow us to slowly migrate more sensitive, and
network exposed code to Rust earlier and get some value right away.

Sebastian Hahn, Chelsea Komlo, isis lovecruft, Taylor Yu, teor, Nick Mathewson,
and others wrote most of the early code here.

Sadly, C Tor’s architecture became a problem.

14






C Tor and Rust

We discovered interesting bugs in our protover code, but we also discovered
that calling in and out of Rust with our current architecture was going to be a
pain.

We cleaned up the directory layout and split things into modules in the C Tor
code tree, making it easier to maintain.

Slowly, we started giving this project less attention as other priorities showed up

=(
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C Tor Pain Points

To get an overview of some of our pain points here with C Tor that we are
interested in fixing:

Unix focused architecture of the application, designed in the late 90ies.
One binary, many purposes.

"Mobile" support hacked in: "use less memory, please", "make it a library,
please", "how do | restart Tor from my app?", etc.

Our event loop: libevent: mighty fine on Unix. Falls back to select () on
Windows (only WinSock supported).

Single-threaded architecture leads to poor performance, particularly in the
Onion Services and Relay setting.

17



2020

In the beginning of 2020, the arrival of COVID-19 impacted most parts of the
world: massive economic uncertainty.

The Tor Project’s funding situation was negatively impacted as well: 13 out of 35
laid off.

How can we make the organization sustainable in the long run to avoid this
situation again in the future?

Is having a browser a good idea for such a small organization?
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In May 2020, Nick Mathewson’s work on "Arti" begins happening more openly
and gets attention from other people within Tor’s Network Team.

We work internally on a strategy where Nick can focus his full time on Arti while
the rest of us tries to cover the deliverables from our grants. We keep this
somewhat secret as we at this point have no idea how it will go.

We slowly begin looking for funding to turn Arti into a "real" Tor product.
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Arti Client Example

#[tokio: :main]
async fn main() -> Result<()> {
tracing_subscriber::fmt::init();

let config = TorClientConfig::default();
let tor_client = TorClient::create_bootstrapped(config).await?;

let mut stream = tor_client.connect(("example.com", 80)).await?;
stream
write_all(b"GET / HTTP/1.1\r\n\
Host: example.com\r\n\
Connection: close\r\n\r\n")
.await?;
stream.flush().await?;

let mut buf = Vec::new();
stream.read_to_end(&mut buf).await?;

printiln! ("{}", String::from_utf8_lossy(&buf));
ok(())
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Goals for Arti

Write a Rust implementation of Tor that is usable as a client (at first) and allows
people to generally "work with our ecosystem" using its modules.

This would help us reduce other codebases written in Python, Java, and Go that
are used for analysis, and metrics processing: each one of these contained their
own encoders/decoders for different types of objects that exists in our
ecosystem, and they all had compatibility issues.
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Tor and Memory Safety

21 out of 34 of Tor’s TROVE’s was related to memory issues allowed by the C
programming language.

This number predates the current world reality where LLM/Al-assisted security
scanning exists.

We will return to this later...
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Funding Arti Development

Over the years, we have managed to find sponsors for this project:

For Client and Onion Services work: Zcash Community Grants, OpenSats,
Ethereum Foundation.

Currently working on the Arti Relay project that is sponsored by U.S.
Department of State Bureau of Democracy, Human Rights, and Labor.

And of course, donations :-)

torproject.org/about/supporters
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Arti: The Original Roadmap

0.1.0 APl stability. Year 1

1.0.0 Usability, performance, and stability. Year 1
1.1.0 Anti-censorship. Year 1

1.2.0 Onion services. Year 2

2.0.0 Ready to replace the C client. Year 2

Now Relay, bridge, directory authority, etc.

We are now in year 5
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Arti: Design Choices

Arti currently contains some pluggable components:

You can relatively easily make it use your async run-time of choice. Originally,
we focused on async-std, but slowly tokio became our main priority. We
also support Smol and are working with Ethereum Foundation on an
experimental, single-threaded, WASM run-time for Arti.

Arti Client supports multiple TLS implementations.

Arti Relays is only going to support Tokio (and rustls).

25



2020: TorVPN is born

Internally, those of us left begin thinking about how we can build tooling where
potentially others can solve the problem of fingerprinting, such that we can
focus on Anonymity and Censorship circumvention.

We request funding for building a TorVPN application, for Android, with the C
Tor implementation as its anonymity engine.

At this point, very few people inside of Tor are even aware of Arti existing.
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TorVPN Architecture

Arti is making excellent progress in 2020, 2021, and 2022. We rethink our original
idea of using C Tor for the TorVPN application.

David Goulet and | spend two weeks building a prototype using Arti and
Smoltcp. We call this project Onionmasgq.

Smoltcp came with some desirable properties thanks to being a library focused
on embedded hardware (ESP32): no dynamic allocations.
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TorVPN

e Create a VPN-like experience using the Tor network.

e Focus on Google’s Android firstly. Apple’s iOS platform is difficult due to
Network Extension memory limits.

e Use per-app circuit isolation using the platform’s network stack and by
faking DNS responses.

e Built to support other experiences than just the browser.
e Tor beyond HTTP/Socks proxies: UDP support.

e Ended up being our first end-user product built with Arti.
e Available via F-Droid and Google Play Store.
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TorVPN: Development Process

e Greatly enhanced our tooling for running isolated Tor networks. Both
locally and distributed using Shadow and Chutney.

e The "VPN-engine" (Onionmasq) is also working on other platforms with
access to TUN/TAP devices.

e Created Oniux as an alternative to torsocks/torify on Linux (uses
Onionmasq and Linux namespaces for isolation).

e Stronger padding state machines when the network is transitioned to Arti.
e VPN leak investigation with hackers from GrapheneOS.

30



LLM/AI Security Bugs

In March 2025, the quality level of security bugs we received from obvious
LLM/Al users went up. By a lot.

We started seeing more and more security bugs targetting C Tor. This was great
in that we found legit security bugs, but it was bad for team capacity: security
bugs requires a significant amount of attention.

We end up closing our HackerOne bug bounty system, and now work more
directly with the large model providers. Particularly, Calif.io and Anthropic are
giving us very high quality bug reports on C Tor, but also Arti.
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LLM/AI Security Bugs

We recently received over 300 security bugs from Anthropic on C Tor. We are still
working our way through that.

They also did an analysis of Arti: here they found 40 bugs, but nothing as
concerning as the ones we got for C Tor.

Ethereum Foundation also did an agentic audit: main takeaway from there was
poor choices of algorithms in some highly specific places in Arti.

Arti gets a release once per month, we now do C Tor releases every two weeks.
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Arti: Current Roadmap

The team is currently working on the Arti Relay support: Relay, Bridges, and
Directory Authorities. We hope to have a Test Network running with mixed Arti
and C Tor nodes in Q1 2027.

Handle the LLM/Al security bug intake while slowly making progress with Arti.
Get TorVPN out of beta, please try it out and report bugs!
Find ways to "close doors" for our C Tor needs:

e Get Onion Services operators to move to Arti.

e Get Tails and Tor Browser to move to Arti.

e Move consensus algorithm in C Tor to an implementation written in Rust
using a plug-in.
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Working in the Rust ecosystem

e derive-deftly fordata structure driven macros

e fs—-mistrust forfilesystem access checks.

e safelogforhandling sensitive data in logs.

e std::SystemTime: : {MIN, MAX} implementation.

e Linux kernel performance fixes as part of our Shadow simulation software.
e Participate in programs such as Outreachy and Google Summer of Code.

e Generally, our team loves the Rust community, and want to contribute to its
success!
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Rust ecosystem: derive-deftly

use derive_deftly::{define_derive_deftly, Deftly};

define_derive_deftly! {
ListVariants:

impl $ttype {
fn list_variants() -> Vec<&’static str> {
vec![ $( stringify!( Svname ) , ) ]

}

#[derive(Deftly)]
#[derive_deftly(ListVariants)]
enum Enum {
UnitVariant,
StructVariant { a: u8, b: ul6 },
TupleVariant(u8, ul6),
}

assert_eq! (
Enum::list_variants(),
["UnitVariant", "StructVariant", "TupleVariant"],

)3
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Arti: Post Relays

Artiis an investment into Tor’s future: Arti itself is interesting not so much in
terms of what it is, but what we hope it can provide:

Make it easier to build new features with confidence in the security.

Experiment with radical changes to the Tor protocol: UDP support, Walking
Onions, Post-quantum Cryptography, etc.

A more performant Tor network: likely also a smaller Tor network.

Being able to attract talented engineers interested in heterogeneous
distributed systems with a significant amount of interesting cryptography.

Focus on supply chain security (matches Rust Foundation Strategic Plan:
2026-2028).
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Tracking Arti Engineering Efforts

All Arti development is free software and development happens in public:

e Day-to-day development happens over IRC at #tor-dev @ OFTC and via
Matrix #tor-dev:matrix.org.

e Gitlab is used for engineering work at gitlab.torproject.org/tpo/core/arti.
e Protocol specifications available at spec.torproject.org.

e We are encouraging contributions from upcoming Tor hackers! Rust
knowledge useful - you will learn about Tor as you progress.
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How can you help?

e Build cool tools with Arti. We have example
code for Axum, ureq, etc.

e Find, and maybe fix, bugs in Arti.
e Test Arti on your platform of choice.

e Work on some of the many open research
projects.

e Run arelay or a bridge!

e Teach others about Tor and privacy in general!
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Network Team Job Openings

Interested in hacking on Arti? Our team will likely soon have two fully remote job
openings at Tor:

e Rust Software Engineer (Onion Services)
Help making our Onion Services ecosystem stronger.

e Rust Software Engineer (Client Integration)
Help internal and external teams with integrating Arti.

Pay attention on social media and via torproject.org/about/jobs.
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Questions?

¥ ahf@torproject.org
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