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About Me

e Core Developer at The Tor Project
since early 2017. Team Lead of the
Network Team since late 2019.

e Free Software developer since 2006.

e Co-organizing the annual Danish
hacker festival BornHack on Funen.

e Member of PROSA since 2009.



https://bornhack.dk/

What is Tor?

e Online anonymity, and censorship
circumvention.
o Free software.
o Open network.

e Community of researchers,
developers, users, and relay
operators.

e U.S.501(c)(3) non-profit
organization.




Somewhere between 2,000,000 and 8,000,000 daily users.
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Explore. Privately.

You're ready for the world's most private browsing experience.

Keep Tor strong. Donate Now »
Questions? Check our Tor Browser Manual »
@ Get the latest news from Tor straight to your inbox. Sign up for Tor News. »

The Tor
ot Involved =




Q' search or enter address
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Explore.
Privately.

PRIVACY TOR NETWORK

You're ready.

Tor Browser offers the highest standard of
privacy and security while browsing the web.
You're now protected against tracking,
surveillance, and ¢ hip. Tt

onboarding wil show you how.

START NOW

Q' search or enter address

WELCOME PRIVACY
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Travel a decentralized network.

onnects you to the Tor network, a
network of servers we call "relays; run by
thousands of volunte around the world
Unlike a VPN, there's no one point of failure or
centralized entity you need to trust in order to

GO TO SECURITY SETTINGS

TOR NETWORK



Early 2000s Working with the U.S. Naval Research Laboratory.

2004 Sponsorship by the Electronic Frontier Foundation.
2006 The Tor Project, Inc. became a non-profit.

2007 Expansion to anti-censorship.

2008 Tor Browser development.

2010 The Arab spring.

2013 The summer of Snowden.

2018 Anti-censorship team created.

2019 Tor Browser for Android released.

2022 Mahsa Amini protests in Iran.
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What can the attacker do?
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Anonymity isn’t Encryption

Alice Bob

.. .RG9UI3QgdXN1IGIhc2U2NCBmb3IgZW5jcnlwdGlvbi4. . .

() \
A 4

&

*

Encryption just protects contents.
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Metadata

"We Kill People Based on Metadata."

—Michael Hayden, former director of the NSA.
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A Simple Design
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Equivalent to some commercial proxy providers.
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A Simple Design
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Timing analysis bridges all connections going through the relay.
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The Tor Design
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Add multiple relays so that no single relay can betray Alice.
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The Tor Design
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Alice picks a path through the network: Ry, Ry, and R3 before finally
reaching Bob.
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The Tor Design
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Alice makes a session key with R;.
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The Tor Design
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Alice asks R; to extend to R,.
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The Tor Design
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Alice asks R, to extend to Rs.
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The Tor Design
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Alice finally asks R5 to connect to Bob.
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The Tor Design
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Anonymity and People

Governments Human Rights Activists
ﬁ
resistance!
\ / \

Anonymity

Private Citizens Businesses
— ™~ p
f% “ security!
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The Tor Network

An open network - everybody can join!
Between 6,000 and 8,000 relay nodes. 59 in Denmark.

Kindly hosted by various individuals, companies, and
non-profit organisations.

9 Directory Authority nodes and 1 Bridge Authority node.
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The Tor Network

Number of Relays
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https://metrics.torproject.org/

The Tor Network

Bandwidth in Gbit/s
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https://metrics.torproject.org/

The Tor Network

Tor’s safety comes from diversity:

1. Diversity of relays. The more relays we have and the more
diverse they are, the fewer attackers are in a position to do
traffic confirmation.

2. Diversity of users and reasons to use it. 50,000 users in Iran
means almost all of them are normal citizens.

Research problem: How do we measure diversity over time?
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Ilive in Iran and | have been using Tor for censorship circumven-
tion. During political unrest while the government tightens grip on
other censorship circumvention alternatives, Tor with obfuscation
plugins remains the only solution.

Tor changed my personal life in many ways. It made it possible to
access information on Youtube, Twitter, Blogger and countless
other sites. |am grateful of Tor project, people working on it as well
as people running Tor nodes.

—Anonymous Tor User.
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Du var pa vej ind pa en ulovlig hjemmeside

Vivil me, rn pe ned at finde den film eller serie,

Sog med FilmFinder =

du er pa udkig efter musik, by eller mebler

i @ -

‘% 5'#“5 Hjemmesiden er blevet blokeret, fordi den er demt ulovlig ved en dansk domstol. Brug Share With Care til at finde
CARE det, du leder efter, lovligt. P4 den made passer du bade pa dig selv og pa kulturen. Lees mere om Share With

Care

H"‘“ RettighedsAlliancen DI



Introduction to Censorship

Censored Region
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Aliceis unable to reach Bob.
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Introduction to Censorship

Censored Region

Alice Bob

Alice can reach Bob, but their connection is throttled.
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Introduction to Censorship

Censored Region

Alice Bob
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Alice can reach Bob because the censor thinks Bob is fine.
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Anti-censorship Strategies

1. Censors will apply censorship to all relays in the network and
effectively block access to the Tor network.

2. Censors will apply censorship to known bridges.

Solution: We make it difficult to find and block bridges and we
make it difficult to learn if a given connection is between a Tor user
and an entry-point into the Tor network.
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Censored Region

Alice Bridge

’m ) Tor Protocol
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Bridges and Pluggable Transports

Censored Region

Alice Bridge
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PT Client ¢ Obfuscated Protocol y
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Pluggable Transports

e Allows people to easily build, experiment, and deploy their
own obfuscation technology without having to modify the Tor
source code itself.

e The specification for Pluggable Transports is open and allows
other vendors to implement support for PTs in their own
products.

e Allows people to experiment with different transports for Tor
that might not be doing any anti-censorship related
obfuscation.
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Obfourscator (obfs4)

e Makes it hard for passive DPI to verify the presence of the
obfs4 protocol unless the adversary knows the bridge
parameters.

e Makes active probing hard unless the adversary knows the
bridge parameters.

e Uses Tor’s ntor handshake (x25519), but uses Elligator2 to
encode the elliptic-curve points to be indistinguishable from
uniform random strings. The link layer encryption uses NaCl
secret boxes (XSalsa20 and Poly1305).
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SNI Domain Fronting using Meek

Censored Region
A? ajax.aspnetcdn.com
Alice k///////////////a

i

SNI: ajax.aspnetcdn.com

POST / HTTP/1.1
Host: meek.azureedge.net

L ) Webserver
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SNI Domain Fronting using Meek

Very efficient, but expensive :-(

Unpopular with the cloud providers:

Google Never been a supported feature of Google.
Amazon Already handled as a breach of AWS ToS.
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Domain Fronting in the Future?

e Use Encrypted SNI?

e Use message queue services hosted by the different cloud
providers?

e Generally continue to use centralized services to give people
in censored areas access.
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Bridge Distribution

BridgeDB The Tor Project

Step 1  Download Tor Browser

Step2  Get bridges

Step3  Now add the bridges to Tor Browser

What are bridges?

Bridges are Tor relays that help you circumvent censorship.

| need an alternative way of getting bridges!

Another way to get bridges is to send an email to bridges@torproject.org. Please note
that you must send the email using an address from one of the following email
providers: Riseup or Gmail.

Source: bridges.torproject.org

43


https://bridges.torproject.org/

Bridge Distribution using Moat

(WiTor is censored in my country

(O Select a built-in bridge @

Request a bridge from torproject.org

Request a Bridge...

Provide a bridge | know

()1 use a proxy to connect to the Internet @

(JThis computer goes through a firewall that only allows connections to certain ports

Solve the CAPTCHA to request a bridge

Enter the characters from the image ]

Cancel Submit
T —
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Snowflake

Censored Region

Snowflake Broker
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Snowflake

Censored Region

Snowflake Broker
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Snowflake PT Server

Snowflake PT Client
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Snowflake

Censored Region
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Snowflake PT Server

Snowflake PT Client
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Snowflake
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Snowflake

Censored Region
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Check out snowflake.torproject.org

%O ** mo g 8 e

’ Your Snowflake is ready to help users circumvent

censorship

Number of users your Snowflake has helped
circumvent censorship in the last 24 hours: 3

Enabled ]

Learn more >




Snowflake

We have seen over 100,000 Snowflakes
online! Over 500 of them here in Denmark.

WebExtension 78,000.
Orbot 12,000.
Website 6,000.
Standalone 4000.
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Mahsa Amini situation in Iran

On 13th September 2022, Mahsa Amini, a 22-year-old Kurdish
woman from the north-western city of Saqqez, visited Tehran with
her family when she was arrested by morality police officers, who
accused her of violating Iran’s strict hijab rules.

Her family was told that she would be released after a
"re-education session", but she died in custody three days later.
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Mahsa Amini situation in Iran

OONI data shows new blocking events in Iran amid ongoing
protests:

e Increased blocking of encrypted DNS.

e Blocking of WhatsApp and Instagram.

e Blocking of Google Play Store and Apple App Store.
e Blocking of Skype and Linkedin.

See OONI’s recent report: Iran blocks social media, app stores and
encrypted DNS amid Mahsa Amini protests
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https://ooni.org/post/2022-iran-blocks-social-media-mahsa-amini-protests/
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Mahsa Amini situation in Iran

In addition to the above blocks (and many other long-term
blocks), Iran experienced multiple severe outages affecting mobile
networks over the past week, which are visible in the IODA,
Cloudflare Radar and Kentik datasets.

OONI data suggests that Psiphon and Tor Snowflake work in Iran,
and can potentially be used for censorship circumvention. While
our tests determine that it’s possible to bootstrap these tools from
Iran and use them to fetch a small webpage, we have no data
regarding whether they are effective in providing circumvention
for long periods of time.
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Mahsa Amini situation in Iran

Bridge users by transport from Iran

Top-3 transports l:‘ meek D obfs4 D snowflake
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Mahsa Amini situation in Iran

Ongoing development ...
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Tor is not foolproof

Operational security mistakes.
Browser metadata fingerprinting.
Browser exploits.

Traffic analysis.
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How can you help?

e Run a Tor relay, a bridge, or install the
Snowflake browser extension!

e Teach others about Tor and privacy in
general.

e Find, and maybe fix, bugs in Tor
software.

e Test Tor on your platform of choice.

e Work on some of the many open
research projects.

e Donate at donate.torproject.org
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https://donate.torproject.org/

Questions?

¥ ahf@torproject.org

0 Signal: +1 (703) 420-1337
@ @ahf@mastodon.social
¥ @ahfaeroey

& OpenPGP:
1C1B COO7 A9F6 OT7TAA 8152
C040 BEA7 B180 B149 1921



mailto:ahf@torproject.org
https://mastodon.social/@ahf
https://twitter.com/ahfaeroey

This work is licensed under a

Creative Commons
Attribution-ShareAlike 4.0 International License

OO


https://creativecommons.org/licenses/by-sa/4.0/
https://creativecommons.org/licenses/by-sa/4.0/

