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About Me
• Core Developer at The Tor Project
since early 2017. Team Lead of the
Network Team since late 2019.

• Free So�ware developer since 2006.
• Worked with distributed systems in
the Erlang programming language,
WebKit-basedmobile browsers,
embedded development, and
so�ware development consulting.

• Co-organizing the annual Danish
hacker festival BornHack on Funen.
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https://bornhack.dk/


What is Tor?

• Online anonymity, and censorship
circumvention.
◦ Free so�ware.
◦ Open network.

• Community of researchers,
developers, users, and relay
operators.

• U.S. 501(c)(3) non-profit
organization.
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History
Early 2000s Working with the U.S. Naval Research Laboratory.
2004 Sponsorship by the Electronic Frontier Foundation.
2006 The Tor Project, Inc. became a non-profit.
2007 Expansion to anti-censorship.
2008 Tor Browser development.
2010 The Arab spring.
2013 The summer of Snowden.
2018 Anti-censorship team created.
2020 Network Health team created.
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Somewhere between 2,000,000 and 8,000,000 daily users.







Threat Model
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What can the attacker do?

7



Threat Model
Alice Bob

Anonymity Network

R1 R2

R3

R4

R5 R6

R7

8



Threat Model
Alice Bob

Anonymity Network

R1 R2

R3

R4

R5 R6

R7

9



Threat Model
Alice Bob

Anonymity Network

R1 R2

R3

R4

R5 R6

R7

10



Threat Model
Alice Bob

Anonymity Network

R1 R2

R3

R4

R5 R6

R7

11



Anonymity isn’t Encryption
Alice Bob

...RG9uJ3QgdXNlIGJhc2U2NCBmb3IgZW5jcnlwdGlvbi4...

Gibberish!

Encryption just protects contents.
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Metadata

"We Kill People Based on Metadata."

—Michael Hayden, former director of the NSA.
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Di�erent Purposes of Anonymity

Anonymity

Governments
It’s tra�ic-analysis

resistance!

Human Rights Activists

It’s reachability!

Private Citizens

It’s privacy!

Businesses

BP

It’s network
security!
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I’m a political activist, part of a semi-criminalized minority. In
my younger years I entered the public debate openly, and as a result
got harassed by government agencies. I later tried to obfuscate my
identity, but I found that my government has surprisingly broad
powers to track down dissidents.

Only by using anonymizing means, among which Tor is key, can I get
my message out without having police come to "check my papers"
in the middle of the night. Tor allows me freedom to publish my
message to theworldwithout being personally persecuted for it.

Being a dissident is hard enough, privacy is already heavily curtailed,
so anonymized communication is a godsend.

—Anonymous Tor User.



A Simple Design
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Equivalent to some commercial proxy providers.
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A Simple Design
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A Simple Design
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Timing analysis bridges all connections going through the relay.
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The Tor Design
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Addmultiple relays so that no single relay can betray Alice.
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The Tor Design
Alice Bob
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Alice picks a path through the network: R1, R2, and R3 before finally
reaching Bob.
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The Tor Design
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Alice makes a session key with R1.

20



The Tor Design
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Alice asks R1 to extend to R2.
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The Tor Design
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Alice asks R2 to extend to R3.
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The Tor Design

Anonymity Network
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Alice finally asks R3 to connect to Bob.
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The Tor Network

• An open network – everybody can join!
• Between 6000 and 7000 relay nodes.
• Kindly hosted by various individuals, companies, and
non-profit organisations.

• 9 Directory Authority nodes and 1 Bridge Authority node.
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The Tor Network
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The Tor Network
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The Tor Network

Tor’s safety comes from diversity:

1. Diversity of relays. The more relays we have and the more
diverse they are, the fewer attackers are in a position to do
tra�ic confirmation.

2. Diversity of users and reasons to use it. 50,000 users in Iran
means almost all of them are normal citizens.

Research problem: How do wemeasure diversity over time?
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The Tor Network
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I live in Iran and I have been using Tor for censorship circumven-
tion. During political unrest while the government tightens grip on
other censorship circumvention alternatives, Tor with obfuscation
plugins remains the only solution.

Tor changed my personal life in many ways. It made it possible to
access information on Youtube, Twitter, Blogger and countless
other sites. I am grateful of Tor project, people working on it as well
as people running Tor nodes.

—Anonymous Tor User.







Introduction to Censorship
Censored Region

Alice

!?!?!

Bob

Alice is unable to reach Bob.
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Introduction to Censorship
Censored Region

Alice

!?!

Bob

Alice can reach Bob, but their connection is throttled.
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Introduction to Censorship
Censored Region

Alice Bob

Alice can reach Bob because the censor thinks Bob is fine.
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Anti-censorship Strategies

1. Censors will apply censorship to all relays in the network and
e�ectively block access to the Tor network.

2. Censors will apply censorship to known bridges.

Solution: Wemake it di�icult to find and block bridges and we
make it di�icult to learn if a given connection is between a Tor user
and an entry-point into the Tor network.
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Bridges
Censored Region
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Bridges
Censored Region

Alice Bridge

Tor Protocol
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Bridges and Pluggable Transports
Censored Region

Alice

PT Client

Bridge

PT Server
Obfuscated Protocol
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Pluggable Transports

• Allows people to easily build, experiment, and deploy their
own obfuscation technology without having to modify the Tor
source code itself.

• The specification for Pluggable Transports is open and allows
other vendors to implement support for PTs in their own
products.

• Allows people to experiment with di�erent transports for Tor
that might not be doing any anti-censorship related
obfuscation.
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Obfourscator (obfs4)

• Makes it hard for passive DPI to verify the presence of the
obfs4 protocol unless the adversary knows the bridge
parameters.

• Makes active probing hard unless the adversary knows the
bridge parameters.

• Uses Tor’s ntor handshake (x25519), but uses Elligator2 to
encode the elliptic-curve points to be indistinguishable from
uniform random strings. The link layer encryption uses NaCl
secret boxes (XSalsa20 and Poly1305).
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SNI Domain Fronting using Meek
Censored Region

Alice

A? ajax.aspnetcdn.com
DNS

SNI: ajax.aspnetcdn.com
TLS

POST / HTTP/1.1
Host: meek.azureedge.net

...

HTTP

Bridge

Webserver
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SNI Domain Fronting using Meek

Very e�icient, but expensive :-(

Unpopular with the cloud providers:

Google Never been a supported feature of Google.
Amazon Already handled as a breach of AWS ToS.

41



Domain Fronting in the Future?

• Use Encrypted SNI?
• Usemessage queue services hosted by the di�erent cloud
providers?

• Generally continue to use centralized services to give people
in censored areas access.
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Bridge Distribution

Source: bridges.torproject.org
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Bridge Distribution using Moat
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Snowflake
Censored Region

Alice

Snowflake PT Client Snowflake PT Server

Bridge
Snowflake Broker
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Snowflake
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Reproducible Builds

Source Binary
Build Step
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Reproducible Builds

Source Binary

Verifiable

Build Step
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Reproducible Builds

Source Binary

Verifiable Usable

Build Step
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Reproducible Builds

Source Binary

Verifiable Usable?

Build Step
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Build Process

Fetch Verify Build Sign Publish
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Build Process

Fetch Verify Build Sign Publish
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Build Process

Fetch Verify Build

Fetch Verify Build

Fetch Verify Build

Verify
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Reproducible Builds
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Reproducible Builds Workflow
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Reproducible Builds Workflow
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Reproducible Builds Workflow

--- mar-tools-mac64.zip
+++ /home/boklm/tor-browser-build/alpha/unsigned/8.5a8/mar-tools-mac64.zip

zipinfo {}
@@ -1,20 +1,20 @@
-Zip file size: 2049025 bytes, number of entries: 18
+Zip file size: 2049012 bytes, number of entries: 18
drwx------ 3.0 unx 0 b- stor 19-Feb-12 08:50 mar-tools/

[...]

--rwx------ 3.0 unx 50216 b- defN 19-Feb-12 08:50 mar-tools/mar
--rwx------ 3.0 unx 27112 b- defN 19-Feb-12 08:50 mar-tools/mbsdiff
+-rwx------ 3.0 unx 50208 b- defN 19-Feb-12 08:50 mar-tools/mar
+-rwx------ 3.0 unx 27104 b- defN 19-Feb-12 08:50 mar-tools/mbsdiff

[...]

-18 files, 4637421 bytes uncompressed, 2046841 bytes compressed: 55.9%
+18 files, 4637405 bytes uncompressed, 2046828 bytes compressed: 55.9%
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Reproducible Builds Workflow

readelf --wide --hex-dump=.strtab {}
@@ -2,15 +2,15 @@
Hex dump of section ’.strtab’:
0x00000000 00637274 73747566 662e6300 5f5f4a43 .crtstuff.c.__JC
0x00000010 525f4c49 53545f5f 00646572 65676973 R_LIST__.deregis
0x00000020 7465725f 746d5f63 6c6f6e65 73007265 ter_tm_clones.re
0x00000030 67697374 65725f74 6d5f636c 6f6e6573 gister_tm_clones
0x00000040 005f5f64 6f5f676c 6f62616c 5f64746f .__do_global_dto
0x00000050 72735f61 75780063 6f6d706c 65746564 rs_aux.completed

- 0x00000060 2e363637 30005f5f 646f5f67 6c6f6261 .6670.__do_globa
+ 0x00000060 2e363636 31005f5f 646f5f67 6c6f6261 .6661.__do_globa

0x00000070 6c5f6474 6f72735f 6175785f 66696e69 l_dtors_aux_fini
0x00000080 5f617272 61795f65 6e747279 00667261 _array_entry.fra
0x00000090 6d655f64 756d6d79 005f5f66 72616d65 me_dummy.__frame
0x000000a0 5f64756d 6d795f69 6e69745f 61727261 _dummy_init_arra
0x000000b0 795f656e 74727900 2f766172 2f746d70 y_entry./var/tmp
0x000000c0 2f627569 6c642f66 69726566 6f782d35 /build/firefox-5
0x000000d0 38613433 39646434 6536662f 6d6f6475 8a439dd4e6f/modu
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Reproducible Builds Workflow

readelf --wide --string-dump=.comment {}
@@ -1,6 +1,6 @@

String dump of section ’.comment’:
- [ 0] GCC: (Debian 4.9.2-10+deb8u1) 4.9.2
- [ 24] clang version 3.9.1 (tags/RELEASE_391/final)
- [ 51] GCC: (Debian 4.8.4-1) 4.8.4
+ [ 0] GCC: (Debian 4.9.2-10) 4.9.2
+ [ 1d] clang version 3.9.1 (tags/RELEASE_391/final)
+ [ 4a] GCC: (Debian 4.8.4-1) 4.8.4
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Reproducible Builds Problems

Common problems includes:

• Timestamps as part of the build process.
• Usernames.
• Locale settings.
• Host settings (such as hostname and IP).
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Tor is not foolproof

• Browser metadata fingerprinting.
• Browser exploits.
• Tra�ic analysis.
• Operational security mistakes.
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How can you help?

Help test our Alpha releases

torproject.org/download/alpha/
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How can you help?

• Run a Tor relay or a bridge!
• Teach others about Tor and privacy in
general.

• Find, andmaybe fix, bugs in Tor.
• Test Tor on your platform of choice.
• Work on some of the many open
research projects.

• Donate at donate.torproject.org
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Questions?

7 @ahfaeroey

R ahf@torproject.org
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