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About Me

• Core Developer at The Tor Project
since early 2017. Team Lead of the
Network Team since late 2019.

• Free So�ware developer since 2006.
• Worked with distributed systems in
the Erlang programming language,
WebKit-basedmobile browsers,
embedded development, and
so�ware development consulting.
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What is Tor?

• Online anonymity, and censorship
circumvention.
◦ Free so�ware.
◦ Open network.

• Community of researchers,
developers, users, and relay
operators.

• U.S. 501(c)(3) non-profit
organization.
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History
Early 2000s Working with the U.S. Naval Research Laboratory.
2004 Sponsorship by the Electronic Frontier Foundation.
2006 The Tor Project, Inc. became a non-profit.
2007 Expansion to anti-censorship.
2008 Tor Browser development.
2010 The Arab spring.
2013 The summer of Snowden.
2018 Anti-censorship team created.
2019 Tor Browser for Android released.
2020 Network Health team created.
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Somewhere between 2,000,000 and 8,000,000 daily users.









We also ship Tor to others:

• We have our own Debian mirror on deb.torproject.org.
• Other free so�ware distributions. This is o�en where the relay
operators get their Tor version from.

• Brave’s "Private Tab" feature uses Tor.
• OnionShare, SecureDrop, etc.

https://deb.torproject.org/


The Tor Network
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The Tor Network
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The Tor Network

Tor’s safety comes from diversity:

1. Diversity of relays. The more relays we have and the more
diverse they are, the fewer attackers are in a position to do
tra�ic confirmation.

2. Diversity of users and reasons to use it. 50,000 users in Iran
means almost all of them are normal citizens.

Research problem: How do wemeasure diversity over time?
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The Tor Network
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Tor Releases

Version Merge Window Feature Freeze Release End of Life

0.3.5 (LTS) 15/6/2018 15/9/2018 7/1/2019 1/2/2022
0.4.0 15/10/2018 15/1/2019 2/5/2019 2/2/2020
0.4.1 15/2/2018 15/5/2019 20/8/2019 20/5/2020
0.4.2 10/6/2019 15/9/2019 9/12/2019 15/9/2022
0.4.3 11/10/2019 15/1/2020 15/4/2020 TBD

0.4.4 15/2/2020 15/5/2020 15/8/2020 TBD
0.4.5 15/6/2020 15/9/2020 15/12/2020 TBD
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Tor Browser

=
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Tor Browser
Anti-Censorship Team
• FTE.
• Meek.
• Obfs 3 and 4.
• Scramblesuit.

Applications Team
• Tor Launcher.
• Tor Button.

Network Team
• Tor ("little-t-tor")
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Tor Browser

The philosophy behind the design choices in Tor Browser:

• Preserve existing user model.
• Favor changes that are least likely to break sites.
• Plugins must be restricted.
• Minimize Global Privacy Options.
• No filters.
• Stay current.
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Tor Browser

The security requirements are primarily concerned with ensuring
the safe use of Tor.

• Proxy Obedience.
• State Separation.
• Disk Avoidance.
• Application Data Isolation.
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Tor Browser

Focus on strong privacy protection:

• Cross-Origin Identifier Unlinkability.
• Cross-Origin Fingerprinting Unlinkability.
• Long-Term Unlinkability.
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Mozilla/5.0 (Windows NT 6.1; rv:60.0) Gecko/20100101 Firefox/60.0



Tor Browser

Firefox 60 Tor Browser
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Reproducible Builds

Source Binary
Build Step
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Reproducible Builds

Source Binary

Verifiable

Build Step
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Reproducible Builds

Source Binary

Verifiable Usable

Build Step

25



Reproducible Builds

Source Binary

Verifiable Usable?

Build Step
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Build Process

Fetch Verify Build Sign Publish
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Build Process

Fetch Verify Build Sign Publish
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Build Process

Fetch Verify Build

Fetch Verify Build

Fetch Verify Build

Verify
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Reproducible Builds
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Reproducible Builds Workflow
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Reproducible Builds Workflow
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Reproducible Builds Workflow

--- mar-tools-mac64.zip
+++ /home/boklm/tor-browser-build/alpha/unsigned/8.5a8/mar-tools-mac64.zip

zipinfo {}
@@ -1,20 +1,20 @@
-Zip file size: 2049025 bytes, number of entries: 18
+Zip file size: 2049012 bytes, number of entries: 18
drwx------ 3.0 unx 0 b- stor 19-Feb-12 08:50 mar-tools/

[...]

--rwx------ 3.0 unx 50216 b- defN 19-Feb-12 08:50 mar-tools/mar
--rwx------ 3.0 unx 27112 b- defN 19-Feb-12 08:50 mar-tools/mbsdiff
+-rwx------ 3.0 unx 50208 b- defN 19-Feb-12 08:50 mar-tools/mar
+-rwx------ 3.0 unx 27104 b- defN 19-Feb-12 08:50 mar-tools/mbsdiff

[...]

-18 files, 4637421 bytes uncompressed, 2046841 bytes compressed: 55.9%
+18 files, 4637405 bytes uncompressed, 2046828 bytes compressed: 55.9%
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Reproducible Builds Workflow

readelf --wide --hex-dump=.strtab {}
@@ -2,15 +2,15 @@
Hex dump of section ’.strtab’:
0x00000000 00637274 73747566 662e6300 5f5f4a43 .crtstuff.c.__JC
0x00000010 525f4c49 53545f5f 00646572 65676973 R_LIST__.deregis
0x00000020 7465725f 746d5f63 6c6f6e65 73007265 ter_tm_clones.re
0x00000030 67697374 65725f74 6d5f636c 6f6e6573 gister_tm_clones
0x00000040 005f5f64 6f5f676c 6f62616c 5f64746f .__do_global_dto
0x00000050 72735f61 75780063 6f6d706c 65746564 rs_aux.completed

- 0x00000060 2e363637 30005f5f 646f5f67 6c6f6261 .6670.__do_globa
+ 0x00000060 2e363636 31005f5f 646f5f67 6c6f6261 .6661.__do_globa

0x00000070 6c5f6474 6f72735f 6175785f 66696e69 l_dtors_aux_fini
0x00000080 5f617272 61795f65 6e747279 00667261 _array_entry.fra
0x00000090 6d655f64 756d6d79 005f5f66 72616d65 me_dummy.__frame
0x000000a0 5f64756d 6d795f69 6e69745f 61727261 _dummy_init_arra
0x000000b0 795f656e 74727900 2f766172 2f746d70 y_entry./var/tmp
0x000000c0 2f627569 6c642f66 69726566 6f782d35 /build/firefox-5
0x000000d0 38613433 39646434 6536662f 6d6f6475 8a439dd4e6f/modu
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Reproducible Builds Workflow

readelf --wide --string-dump=.comment {}
@@ -1,6 +1,6 @@

String dump of section ’.comment’:
- [ 0] GCC: (Debian 4.9.2-10+deb8u1) 4.9.2
- [ 24] clang version 3.9.1 (tags/RELEASE_391/final)
- [ 51] GCC: (Debian 4.8.4-1) 4.8.4
+ [ 0] GCC: (Debian 4.9.2-10) 4.9.2
+ [ 1d] clang version 3.9.1 (tags/RELEASE_391/final)
+ [ 4a] GCC: (Debian 4.8.4-1) 4.8.4
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Reproducible Builds Problems

Common problems includes:

• Timestamps as part of the build process.
• Usernames.
• Locale settings.
• Host settings (such as hostname and IP).
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Tor is not foolproof

• Browser metadata fingerprinting.
• Browser exploits.
• Tra�ic analysis.
• Operational security mistakes.
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How can you help?

Help test our Alpha releases

torproject.org/download/alpha/
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How can you help?

• Run a Tor relay or a bridge!
• Teach others about Tor and privacy in
general.

• Find, andmaybe fix, bugs in Tor.
• Test Tor on your platform of choice.
• Work on some of the many open
research projects.

• Donate at donate.torproject.org
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Questions?

7 @ahfaeroey

R ahf@torproject.org
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