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What can the attacker do?
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Anonymity isn’t Encryption
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Encryption just protects contents.



Metadata

"We Kill People Based on Metadata."

—Michael Hayden, former director of the NSA.



A Simple Design

%

%&A
S‘ Z Enc(Bob1 v

\'\C&BO\O’L

gﬂ

Equivalent to some commercial proxy providers.
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Timing analysis bridges all connections going through the relay.
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The Tor Design
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Add multiple relays so that no single relay can betray Alice.
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Alice picks a path through the network: R;, Ry, and R before finally
reaching Bob.
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Alice makes a session key with R;.
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Alice asks R, to extend to R,.
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Alice asks R, to extend to R;.
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Alice finally asks R3 to connect to Bob.
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I live in Iran and | have been using Tor for censorship circumven-
tion. During political unrest while the government tightens grip on
other censorship circumvention alternatives, Tor with obfuscation
plugins remains the only solution.

Tor changed my personal life in many ways. It made it possible to
access information on Youtube, Twitter, Blogger and countless
other sites. | am grateful of Tor project, people working on it as well
as people running Tor nodes.

—Anonymous Tor User.
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Du var pa vej ind pa en ulovlig hjemmeside
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Please email the stop page of your country to
ahf@torproject.org.
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Introduction to Censorship
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Aliceis unable to reach Bob.
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Introduction to Censorship
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Alice can reach Bob, but their connection is throttled.
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Introduction to Censorship
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Alice can reach Bob because the censor thinks Bob is fine.
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Anti-censorship Strategies

1. Censors will apply censorship to all relays in the network and
effectively block access to the Tor network.

2. Censors will apply censorship to known bridges.

Solution: We make it difficult to find and block bridges and we
make it difficult to learn if a given connection is between a Tor user
and an entry-point into the Tor network.
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Censored Network
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Active Probing Attack

Censored Network

Alice % Bridge
'm ¢ O

27



Active Probing Attack
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Active Probing Attack
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Bridges and Pluggable Transports
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Pluggable Transports

e Allows people to easily build, experiment, and deploy their
own obfuscation technology without having to modify the Tor
source code itself.

e The specification for Pluggable Transports is open and allows
other vendors to implement support for PTs in their own
products.

e Allows people to experiment with different transports for Tor
that might not be doing any anti-censorship related
obfuscation.
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Obfourscator (obfs4)

e Makes it hard for passive DPI to verify the presence of the
obfs4 protocol unless the adversary knows the bridge
parameters.

e Makes active probing hard unless the adversary knows the
bridge parameters.

e Uses Tor’s ntor handshake (x25519), but uses Elligator2 to
encode the elliptic-curve points to be indistinguishable from
uniform random strings. The link layer encryption uses NaCl
secret boxes (XSalsa20 and Poly1305).
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SNI Domain Fronting using Meek
Censored Network m Bridge
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SNI Domain Fronting using Meek

Very efficient, but expensive :-(

Unpopular with the cloud providers:

Google Never been a supported feature of Google.
Amazon Already handled as a breach of AWS ToS.
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Domain Fronting in the Future?

e Use Encrypted SNI?

e Use message queue services hosted by the different cloud
providers?

e Generally continue to use centralized services to give people
in censored areas access.
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Bridge Distribution

BridgeDB The Tor Project

Step 1  Download Tor Browser

Step2 Get bridges

Step3  Now add the bridges to Tor Browser

What are bridges?

Bridges are Tor relays that help you circumvent censorship.

| need an alternative way of getting bridges!

Another way to get bridges is to send an email to bridges@torproject.org. Please note
that you must send the email using an address from one of the following email
providers: Riseup or Gmail.

Source: bridges.torproject.org
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https://bridges.torproject.org/

Bridge Distribution using Moat

(WiTor is censored in my country

(O Select a built-in bridge @

Request a bridge from torproject.org

Request a Bridge...

Provide a bridge | know

()1 use a proxy to connect to the Internet @

(JThis computer goes through a firewall that only allows connections to certain ports

Solve the CAPTCHA to request a bridge

Enter the characters from the image ]

Cancel Submit
T —
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Snowflake

Censored Network

Snowflake Broker
Alice Bridge

25
* 1

Snowflake PT Client Snowflake PT Server

@



Snowflake
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Snowflake PT Client
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Snowflake
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Snowflake
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Snowflake PT Client & > < a Snowflake PT Server
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Snowflake

Mozilla Firefox

with Google or enter address mn eao & & =

0 clients connected.

Your snowflake has helped 0 users circumvent
censorship in the last 24 hours.

e\_l Firefox ©
Learn more >

G search the web ->
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Open discussion
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