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Organization & Teams
● Free software and an open network.

● Mitigates against tracking, surveillance and censorship.

● Run by a US non-profit and volunteers from all over the world.

● It’s Tor, not TOR.

● Organized in teams: Anti-censorship, Applications, Community, 
Fundraising, Metrics, Network, Sysadmin, UX and Research.



Somewhere between 2,000,000 and 8,000,000 daily users.



How Tor works





Community team



Trainings and outreach
Tor Trainings and UX research with Human Rights Defenders 
in Global South.

In the last 6 months: 45 workshops in 18 cities, 6 countries, in 
3 different continents (Latin America, East Africa, South East 
Asia), and 37 user interviews.

Next steps: remote training with local partners in these 
countries.



New website



New portals
● https://support.torproject.org - Support portal to help 

users.

● WIP: Community Portal

● Next: developers portal - dev.torproject.org

https://support.torproject.org


#DocsHackathon

Help us to fix and improve our documentation! 

In the first week of September (2nd - 7th), we’re organizing 
a hackathon. Our goal is to fix and improve the 
documentation in our portals.

More instructions soon: https://blog.torproject.org

ps: Top contributors will receive awards! :)



Applications team



Tor Browser 8.5



User interface redesign (security settings)



Tor Browser 9.0

● Based on Firefox 68 ESR

● Improved user interface in the browser

● Released in October later this year



Away from Firefox ESR to Firefox

● There is no ESR for mobile

● Getting all security improvements

● Usability and performance improvements



Network team



Network team



Work
Over
Past
Year





Denial-of-Service Defenses



The Padding ContinuesMore Padding!



Improved Mobile Support



Upcoming 
work



Network
Performance
and Scaling



Onion services improvements

Onion Service Improvements!



Pluggable Transports



Anti-Censorship team





Anti-Censorship

● Obfs4 seems to continue to be successful.

● The domain fronting (meek) pluggable transport 

works well, but is expensive to operate.

● Continuing efforts to make it easier to get access 

to usable bridges.



Moat integration in Tor Browser



Snowflake



snowflake.torproject.org

https://snowflake.torproject.org/


Epilogue



Bug Smash Fund - only in August!

Tor’s Bug Smash Fund: Help Tor smash all the bugs!



How can you help?
● Run a Tor relay or a bridge! 

https://torproject.org/relay-guide

● Teach others about Tor and privacy.

● Find and maybe fix bugs in Tor.

● Help with translations.

● Donate at https://donate.torproject.org



Come by the about:freedom village



Questions?

{gus,gk,asn,ahf}@torproject.org


