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Free software and an open network.

Mitigates against tracking, surveillance and censorship.

Run by a US non-profit and volunteers from all over the world.
It’s Tor, not TOR.

Organized in teams: Anti-censorship, Applications, Community,
Fundraising, Metrics, Network, Sysadmin, UX and Research.
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Somewhere between 2,000,000 and 8,000,000 daily users.
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How Tor works

Alice Bob
Anonymity Network
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Community team



Tor Trainings and UX research with Human Rights Defenders
in Global South.

In the last 6 months: 45 workshops in 18 cities, 6 countries, in
3 different continents (Latin America, East Africa, South East
Asia), and 37 user interviews.

Next steps: remote training with local partners in these
countries.
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New website
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Navega con Privacidad.

Explora libremente

Defiéndete de la vigilancia de red y el andlisis de trafico. Elude la censura.

Descargar Tor Browser ¥

BLOQUEAR RASTREADORES

El Navegador Tor aisla cada sitio web que visitas de manera que
rastreadores de terceros y publicidades no pueden seguirte. Las
cookies se borran automaticamente cuando terminas la
navegacion. Como asi también tu historial de navegacion.

DEFIENDETE DE LA VIGILANCIA /—.

ElNavegador Tor impide que alguien mirando tu conexién conozca ©
qué sitios web visitas. Todo lo que se puede ver es que estas \
usando Tor. [ )



New portals

e hitps://support.torproject.org - Support portal to help
users.

e WIP: Community Portal

e Next: developers portal - dev.torproject.org

Tor


https://support.torproject.org

#DocsHackathon

Help us to fix and improve our documentation!

In the first week of September (2nd - 7th), we’re organizing
a hackathon. Our goal is to fix and improve the
documentation in our portals.

More instructions soon: https://blog.torproject.org

ps: Top contributors will receive awards! :)
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Applications team



Q' search or enter address

T5¢ | Browser

Explore.
Privately.

Tor Browser 8.5

Q' search or enter address

WELCOME PRIVACY

You're ready.

Tor Browser offers the highest standard of

privacy and security while browsing the web.

You're now protected against tracking,
surveillance, and censorship. This quick
onboarding wil show you how.

START NOW

TOR NETWORK

WELCOME

Q' search or enter address

PRIVACY

T

Travel a decentralized network.

Tor Browser connects you to the Tor network, a
network of servers we call "relays, run by
thousands of volunteers around the world.
Unlike a VPN, there's no one point of failure or
centralized entity you need to trust in order to

GO TO SECURITY SETTINGS

TOR NETWORK



User interface redesign (security settings)

Tor Browser
& torproject.org/ X IeE
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Tor Browser 9.0

e Based on Firefox 68 ESR
e Improved userinterface in the browser

e Released in October later this year

Tor



Away from Firefox ESR to Firefox

e Thereisno ESR for mobile
e Getting all security improvements

e Usability and performance improvements

Tor



Network team



Network team
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the tor project

Announcing the Vanguards Add-On for Onion Services

by asn | July 20, 2018




Denial-of-Service Defenses
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Anti-Censorship team
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Obfs4 seems to continue to be successful.

The domain fronting (meek) pluggable transport
works well, but is expensive to operate.
Continuing efforts to make it easier to get access

to usable bridges.
Tor



Moat integration in Tor Browser

[¥Tor is censored in my country
() Select a built-in bridge @
(®)Request a bridge from torproject.org
Request a Bridge...

(_)Provide a bridge | know

[ 1 use a proxy to connect to the Interet @
[_|This computer goes through a firewall that only allows connections to certain ports

Solve the CAPTCHA to request a bridge.

Enter the characters from the image

| Cancel || submit
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SNOWFLAKE
PROXIES

snowflake.torproject.org


https://snowflake.torproject.org/

Epilogue



Bug Smash Fund - only in August!
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Tor’s Bug Smash Fund: Help Tor smash all the bugs!
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How can you help?

Run a Tor relay or a bridge!

nttps://torproject.org/relay-guide
Teach others about Tor and privacy.

Find and maybe fix bugs in Tor.

Help with translations.

Donate at https://donate.torproject.org
Tor



Come by the about:freedom village
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Questions?

{gus,gk,asn,ahf}@torproject.org



