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About Me

e Core Developer at The Tor Project

since February 2017. /§

e Free Software developer since 2006.

e Worked with distributed systems in ®
the Erlang programming language,
mobile web browsers, consulting, and Q
firmware development.

e Co-organizing the annual Danish
hacker festival BornHack.


https://bornhack.dk/

What is Tor?

e Online anonymity and censorship
circumvention.
- Free software.
- Open network.

e Community of researchers,
developers, users, and relay
operators.

e U.S.501(c)(3) non-profit
organization.




1990s Onion routing for privacy online.

Early 2000s Working with the U.S. Naval Research Laboratory.
2004 Sponsorship by the Electronic Frontier Foundation.
2006 The Tor Project, Inc. became a non-profit.

2007 Expansion to anti-censorship.

2008 Tor Browser development.

2010 The Arab spring.

2013 The summer of Snowden.

2018 Dedicated anti-censorship team created.



Somewhere between 2,000,000 and 8,000,000 daily users.
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See whaf's new
in Tor Browser

Explore. Privately.

You're ready for the world's most private browsing experience.

arch with DuckDuckGo

Keep Tor strong. Donate Now »
Questions? Check our Tor Browser Manual »

@ Get the latest news from Tor straight to your inbox. Sign up for Tor News. »

The Tor Project is a US 501(c){3) non-profit arganization advancing human rights and freedoms by creating and deploying free and open source
anonymity and privacy technologies, supporing their unrestricted availability and use, and furtheting their scientific and popular understanding, Get
Involved »
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Q' search or enter address

TAo¢| Browser

Explore.
Privately.

earch or enter address

PRIVACY TOR NETWORK

You're ready.

Tor Browser offers the highest standard of
privacy and security while browsing the web
You're now protected against tracking,
surveillance, and censorship. This quick
onboarding wil show you how.

START NOW

Q' search or enter address

WELCOME PRIVACY TOR NETWORK
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Travel a decentralized network.

Tor Browser connects you to the Tor network, a
network of servers we call "relays;’ run by
thousands of volunteers around the world
Unlike a VPN, there's no one point of failure or
centralized entity you need to trust in order to

GO TO SECURITY SETTINGS
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What can the attacker do?
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Anonymity isn’t Encryption

Alice Bob
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Encryption just protects contents.



Metadata

The Data About Data

"We Kill People Based on Metadata."

—Michael Hayden, former director of the NSA.



Different Purposes of Anonymity

Governments Human Rights Activists

It's traf.flc-analy5|s a It’s reachability!
resistance!

Anonymity

Private Citizens Businesses
i / \ It’s network
EE ! I security!
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A Simple Design
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Equivalent to some commercial proxy providers.




A Simple Design
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A Simple Design
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Timing analysis bridges all connections going through the relay.




The Tor Design

Alice Bob
Anonymity Network
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Add multiple relays so that no single relay can betray Alice.
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The Tor Design
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Alice picks a path through the network: R;, Ry, and R before finally
reaching Bob.
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The Tor Design

Alice Bob
Anonymity Network

Alice makes a session key with R;.
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The Tor Design
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Alice asks R, to extend to R,.
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The Tor Design
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Alice asks R, to extend to R;.
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The Tor Design
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Alice finally asks R3 to connect to Bob.
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The Tor Network

An open network - everybody can join!
Between 6000 and 7000 relay nodes.

Kindly hosted by various individuals, companies, and
non-profit organisations.

9 Directory Authority nodes and 1 Bridge Authority node.
What is the IPv6 story?

24



The Tor Network
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https://metrics.torproject.org/

The Tor Network

Tor’s safety comes from diversity:

(1) Diversity of relays. The more relays we have and the more
diverse they are, the fewer attackers are in a position to do
traffic confirmation.

Research problem: How do we measure diversity over time?

(2) Diversity of users and reasons to use it. 50000 users in Iran
means almost all of them are normal citizens.
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I’m a political activist, part of a semi-criminalized minority. In
my younger years | entered the public debate openly, and as a result
got harassed by government agencies. | later tried to obfuscate my
identity, but | found that my government has surprisingly broad
powers to track down dissidents.

Only by using anonymizing means, among which Tor is key, can | get
my message out without having police come to "check my papers"
in the middle of the night. Tor allows me freedom to publish my
message to the world without being personally persecuted for it.

Being a dissident is hard enough, privacy is already heavily curtailed,
so anonymized communication is a godsend.

—Anonymous Tor User.
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I’m a doctor in a very political town. | have patients who work on
legislation that can mean billions of dollars to major telecom, social
media, and search concerns.

When | have to do research on diseases and treatment or look into as-
pects of my patients’ histories, | am well aware that my search histo-
ries might be correlated to patient visits and leak information about
their health, families, and personal lives. | use Tor to do much of my
research when I think there is a risk of correlating it to patient
visits.

—Anonymous Tor User.
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The Tor Network

Number of Relays
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The Tor Network

Number of Relays per Platform
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https://metrics.torproject.org/

The Implementation of Tor

e The reference Tor implementation is written in the C
programming language.

e Ongoing experiments with Mozilla’s Rust programming
language.

e Follow best practices: high coverage for tests, integration
tests, coverity, static code analysis, and code review policies.

e Specification and discussion before implementation.
Specifications can be found at gitweb.torproject.org/torspec.
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https://gitweb.torproject.org/torspec.git

A round of applause to the Tor project
6 Andrey Karpov
Articles: 368

My congratulations to the authors of the Tor project. I didn't manage to find any errors after the analysis by PVS-Studio

static code analyzer. We write such words very rarely, so the authors may really be proud. They do deserve a medal for the

i @Y,

Source: vivab4.com

high-quality code.
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https://www.viva64.com/en/b/0507/

Onion Services

Allows servers to be anonymous.
The ".onion" Special-Use Domain Name (RFC 7686).
Introduced in Tor version 0.0.6prel from April, 2004.

Traffic stays within the Tor network: No need to exit the
network.

e Onion addresses are either 16 characters long (for version 2)
or 52 characters long (for version 3).

Research problem: How do we handle these long addresses?

33



X |+

Tor Project | Anonymity Online
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I@' DONATE NOW About Documentation Support Blog Donate English (En) ~ | Download Tor Browser W
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Browse Privately.
Explore Freely.

Defend yourself against tracking and surveillance. Circumvent censorship.

Download Tor Browser ¥ ]




Onion Services

Properties includes:

e Self authenticated.

e End-to-end encrypted.

Isolation and NAT punching.

e Minimized attack surface.
Support for Unix domain sockets.
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Onion Services
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https://metrics.torproject.org/

Onion serwces

Online criminal activity Unindexed websites

The "Dark Web" as popularly depicted.

37



Onion services

Online criminal activity

Closer to reality.

Unindexed websites
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Onion services

Dark web?

Online criminal activity

Closer to reality.

Unindexed websites
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Onion services
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Dark web?

Online criminal activity Unindexed websites

Closer to reality.
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Onion services

/— Dark web?

Online criminal activity Unindexed websites

Closer to reality.
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Onion services
Dark web?

Online criminal activity Unindexed websites

Closer to reality.
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Onion services

Online criminal activity

Scale also matters.

Dark web?

Unindexed websites
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I Facebook - Log Inor Sign L X | +

<) C | (D [al da Facebook, Inc.(US) hitps: /A facebookcorewwwi onion

facebook

Connect with friends and the
world around you on Facebook.

See photos and updates from friends in News Feed.

Share what’s new in your life on your Timeline.

Find more of what you're looking for with Facebook Search.

Email or Phane

Sign Up

It’s free and always will be.

First name

Password

Last name

Mobile number or emal

New password

Birthday

Jun :lu :IIDQA:IO

Gender

L Female

O male

© custom




1 Million People use Facebook
over Tor

£=-3y FACEBOOK OVER TOR - FRIDAY, APRIL 22,2016 &

People who choose to communicate over Tor do so for a variety of reasons
related to privacy, security and safety. As we've written previously it's
important to us to provide methods for people to use our services securely -

particularly if they lack reliable methods to do so.

Source: facebook.com
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https://facebook.com/notes/facebook-over-tor/1-million-people-use-facebook-over-tor/865624066877648/

SecureDrop

SEGUREDROP
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Introduction to Censorship

Censored Region

% w3

Aliceis unable to reach Bob.
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Introduction to Censorship

Censored Region

Alice Bob

Alice can reach Bob, but their connection is throttled.
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Introduction to Censorship

Censored Region

Alice Bob

% ¥4

Alice can reach Bob because the censor thinks Bob is fine.
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Du var pa vej ind pa en ulovlig hjemmeside
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Directly connecting users from the Islamic Republic of Iran
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Anti-censorship Strategies

e Censors will apply censorship to nodes in the network.
e Same for known bridges.

e Solution: either make it hard to analyze the traffic or make it
hard to block the bridges.
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Pluggable Transports

| CENSOR |

[— obfsproxy client obfsproxy server I j
Tor Client Tor Bridge
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Obfourscator (obfs4)

e Does full x25519 handshakes, but uses Elligator2 to map
elliptic curve points.

e Allows you to tune timers for traffic.
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e Connect with TLS with SNI set to some large user of the cloud
provider.

e Inside your TLS connection you do a normal HTTP request,
but with the Host header set to the server you want to reach
inside the cloud.

e Efficient, but expensive :-(
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Domain Fronting

e Using ESNI?
e Using various cloud providers message queue services?

e Generally using large centralized services to give access to
censored people.
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Snowflake
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Open Observatory of Network Interference

Censor

@

€
02 «

Probe

Tor



Test Results ]

Running: Tests Networks Data Usage
" Web Connectivity Test $160.8 MB

Websites 6 3 D
Test the blocking of websites

Filter Tests All Tests -

JUNE 2019

@ websites 1 0blocked
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emis,0259
Instant Messaging MARCH 2019
T:sp(sme blocking of instant messaging | P instant Messaging ! 0blocked
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3124119,0029

FEBRUARY 2019

¥ Performance & 33Mbps

AS44034 - Hi3G Access AB 'u 218 Mbps

o @ 21600

Performance e
Test your network speed and @ websites ! 2block
performance AS44034 - Hi3G Access AB O =)

2819, 1858

Estimated time left: @ Middleboxes @ Not detected
106 seconds AS44034 - Hi3G Access AB
2819, 1858

@ Middleboxes @ Not detected
Middleboxes web_connectivity: starting http_request to http://www.csein... AS3292 - Tele Danmark

a L) ] =1] 9 o




@ OONI Explorer Explorer Highlights About

Measurements

@ More than 100,000

@ More than 10,000
Less than 10,000

Discoveries
i Vendors identified

Check it out at explorer.ooni.io
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https://explorer.ooni.io/

Tor is not foolproof

Operational security mistakes.
Browser metadata fingerprinting.
Browser exploits.

Traffic analysis.
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How can you help?

e Run a Tor relay or a bridge!

e Teach others about Tor and privacy in
general.

e Find, and maybe fix, bugs in Tor.
e Test Tor on your platform of choice.

e Work on some of the many open
research projects.

e Donate at donate.torproject.org
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https://donate.torproject.org/

Questions?
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