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Tor’s History

1990s: Onion routing for privacy online
Early 2000s: Working with NRL
2004: Sponsorship by EFF

2006: The Tor Project, Inc became a
nonprofit

2007: Expansion to anti-censorship
2008: Tor Browser development
2010: Arab spring

2013: Snowden revelations
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Threat model:
what can the attacker do?

Alice -—

—

Anonymity network Bob

watch Alice!
watch (or be!) Bob!

Control part of the network!



Anonymity isn't encryption:
Encryption just protects

contents.
“uyg* 7 “Hi !"
Alice <. BOb'"  <gibberish> i Bob

attacker g Bob




Metadata
Data about data

“Metadata was traditionally in the card
catalogs of libraries™

— ik pedin

“We kill people based on metadata”



Anonymity serves different
interests for different user

“It's traffic-analysis
resistance!”

“It's privacy!”

groups.

Human rights
activists

f

Governments |<¢—— Anonymity — |  Businesses

!

Private citizens

“It's reachability!”

“It's network security!”
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The simplest designs use a
single relay to hide

connections.
o M / -
Alice2 _EeBﬁb_l_cglgy_} REIay <72 =  Bob?2

Alice3 M \k\ Bob3

(example: some commercial proxy providers)
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But a central relay iIs
a single point of failure.

= \%%*S\ / o
, Evil

A11ce2 Relay <72 =  Bob?2

W

Alice3 Bob3
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... Or a single point of
bypass.

Alicel ~ 0y
. ;%sxk *a| Irrelevant
Alice2 —Fd bty Relay —Z» p» Bob2

Alice3 /%?M X Bob3

Timing analysis bridges all connections
through relay = An attractive fat target
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So, add multiple relays so
that no single one can

betray Alice.
Bob
\ . /
R3
N s
R2

Alice
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Alice makes a session key

with R1
...And then tunnels to R2...and
to R3
Alice o_u Bob

\\ / “n
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The Network

 Between 6000 and 7000 relays online.

 Hosted by different organizations,
companies, and individuals.

* 9 Directory Authorities and 1 Bridge
authority.
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Total relay bandwidth

Advertised bandwidth Bandwidth history

300 Gbit/s -

200 Gbit/s -

100 Gbit/s -

2017 2019

The Tor Project - https://metrics.torproject.org/




Tor's safety comes from

diversity
 #1: Diversity of relays. The more relays
we have and the more diverse they are,
the fewer attackers are in a position to do
traffic confirmation. (Research problem:
measuring diversity over time)

« #2: Diversity of users and reasons to use
It. 50000 users In Iran means almost all of
them are normal citizens.
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I'm a political activist, part of a
semi-criminalized minority. In my younger
years I entered the public debate openly,
and as a result got harassed by government
agencies. I later tried to obfuscate my
identity, but I found that my government
has surprisingly broad powers to track down
dissidents.

Only by using anonymizing means, among
which Tor is key, can I get my message out
without having police come to "check my
papers" in the middle of the night. Tor
allows me freedom to publish my message to
the world without being personally
persecuted for 1it.

Being a dissident 1is hard enough, privacy
is already heavily curtailed, so anonymized
communication is a godsend.




I'm a doctor in a very political

I I have patients who work on
legislation that can mean billions
of dollars to major telecom,

social media, and search concerns.

When I have to do research on
diseases and treatment or look
into aspects of my patients'
histories, I am well aware that my
search histories might be
correlated to patient visits and
leak information about their
health, families, and personal

IRAY/- I T use Tor to do much of my
research when I think there 1is a

risk of correlating it to patient

- Anonymous Tor User
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Building Secure Software

* Tor Is written in the C
programming language.

» Experiments with Mozilla’s Rust
programming language.

* Follow best practices: high
coverage for tests, integration
tests, coverity, static code

analysis, code review policies.
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Anti Censorship
» Censors will apply censorship to
nodes in the network.
 Same for known bridges.

* Solution: either make it hard to
analyze the traffic or make it
hard to block the bridges.

24



Directly connecting users from the Islamic Republic of Iran
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| | | | I
Dec-2010 Jan-2011 Feb-2011 Mar-2011 Apr-2011

The Tor Project - https://metrics.torproject.org/



Pluggable Transports

— [ obfsproxy client |
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The Obfourscator (obfs4)

» Does full x25519 handshakes,
but uses Elligator2 to map elliptic
curve points.

* Allows you to tune timers for
traffic.
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Domain Fronting (Meek)

* Connect with TLS with SNI set to
some large user of the cloud
provider.

* Inside your TLS connection you
do a normal HTTP request, but
with the Host header set to the
server you want to reach inside
the cloud.

» Efficient, but expensive :-( 28



Domain Fronting

* Using ESNI?

» Using various cloud providers
message gueue services?

* Generally using large centralized
services to give access to
censored people.
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I5f Onion Services

4 I Tor circuit

Introduction points
wdl B rusic o

Step 5: Bob connects to
the Alice's rendezvous

point and provides her '}&HE: One-tme secret
m Rendezvous point

ane-tlime secret,




4 riseup.net x | g

S @ - cwoiopiifrlzcuos.onion

dseurnet ™ o 3‘,.?

Welcome to Riseup Black

This is the home of the Riseup "Black" services, our new enhanced security VPN and (soon) Er

application.

; Download Bitmask

© LogIn X Sign Up

Log in to change your account settings or Create a new user account for Riseup
create support tickets for Riseup Black Black. For greater security, we strongly
services. recommend you create your account via
the Bitmask application instead.
Remember: to avoid possible issues, you
cannot use your current riseup.net
username at this stage. But don't fear, you
will be able to do it later.




Onion service properties

e Self authenticated

* End-to-end encrypted

* Built-in NAT punching

e Limit surface area

*No need to “exit” from Tor
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Onion service properties

*Very long names - hard to
remember for humans. V2
- V3 transition made
names even longer.

e Should we have a secure
and “fair” domain name
system on top?
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Onion service crypto

VV2: RSA-1024 + SHA-1 :-(
*V3: {ed|x}25519 + SHA-3.
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Camping the Hash Ring

desc_idrepl
HSDir_
HSDir__,
HSDir
HSDir .,
HSDir .
HSDir_
desc_idrepo

36



Onion-service traffic

2.0 Ghit/s-

1.5 Gbit/s-

1.0 Gbit/s-

0.5 Ghit/s-

0.0 Ghit/s-

2015 2017 2018

The Tor Project - https://metrics.torproject.org/




Dark Web




The “Dark Web” as popularly depicted

Onion services / \ Online criminal activity

Unindexed Websites not generally reachable
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Reality

Onion services Online criminal activity

N

Unindexed y reachable
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Reality

Dark Web?

/

Onion services Online criminal activity

N

Unindexed y reachable
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Reality

Dark Web?

Onion services \‘ Online criminal activity

N

Unindexed y reachable
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Reality

Dark Web?

Onion services | Online criminal activity

Unindexed y reachable
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Scale also matters

Dark Web?

Online criminal activity

Onion services

Unindexed y reachable
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( Facebook - Log In or Si... % | gk

St @ ko @ Facebook, Inc. (US) | https://www. facebookcorewwwi.onion/? rdi

-

1 Million People use Facebook
over Tor

People who choose to communicate over Tor do so for a variety of reasons related
to privacy, security and safety. As we've written previously it's important to us to
provide methods for people to use our services securely - particularly if they lack

reliable methods to do so.

This is why in the last two years we built the Facebook onion site and onion-
mobile site, helped standardise the “.onion” domain name, and implemented Tor

connectivity for our Android mobile app by enabling connections through Orbot.
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SecureDrop

THE NEW YORKER

STRONGBOX .

RO EADDROE
SECUREDROP

; .

SECUREDROP

Today, 75+ organizations use SecureDrop
https://securedrop.org/directory
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OnionShare

OnionShare

1 File, 417.6 KiB

wrl
-

Captura de pantalla 2019-01-25...

OnionShare

1 File, 417.6 KiB

Captura de pantalla 2019-01-25... 417.6 KiB

417.6 KiB X

Stop Sharing

Anyone with this link can download your files using Tor
Browser: ‘i

http://6knpxocslb3etsbv.onionf/impurity-progeny

Ready to Share ¢ @ Sharing
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Tor isn't foolproof

* Opsec mistakes

* Browser metadata fingerprints
* Browser exploits

* Traffic analysis
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How can you help?

* Run a relay (or a bridge)

» Teach your friends about Tor, and
privacy in general

* Help find -- and fix - bugs

*» Work on open research problems

* Donating to the project:
https://donate.torproject.org/
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ooni.torproject.org
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explorer.ooni.torproject.org

m Explorer Highlights About

World Map

"

Measurements

B More than 100,000
More than 10,000
Less than 10,000

Discoveries
B Confirmed censorship cases
 Vendors identified




Questions?
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