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● Online Anonymity 
& Censorship 
Circumvention

– Free Software
– Open Network

● Community of 
researchers, 
developers, users 
and relay 
operators.

● U.S. 501(c)(3) non-
profit organization
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● 1990s: Onion routing for privacy online
● Early 2000s: Working with NRL 
● 2004: Sponsorship by EFF  
● 2006: The Tor Project, Inc became a 

nonprofit 
● 2007: Expansion to anti-censorship 
● 2008: Tor Browser development 
● 2010: Arab spring 
● 2013: Snowden revelations 

Tor’s History 
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Estimated 2,000,000 to 
8,000,000

 daily Tor users
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Threat model:
what can the attacker do?

Alice
Anonymity network Bob

watch (or be!) Bob!

watch Alice!

Control part of the network!
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Anonymity isn't encryption: 
Encryption just protects 

contents.

Alice

Bob

“Hi, Bob!”“Hi, Bob!” <gibberish>

attacker
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Anonymity serves different 
interests for different user 

groups.

Anonymity

Private citizens

Governments Businesses

“It's traffic-analysis
resistance!”

“It's network security!”

“It's privacy!”

Human rights
activists

“It's reachability!”
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The simplest designs use a 
single relay to hide 

connections.

Bob2

Bob1

Bob3

Alice2

Alice1

Alice3

Relay

E(Bob3,“X”)

E(Bob1, “Y”)

E(Bob2, “Z”)

“Y
”

“Z”

“X”

(example: some commercial proxy providers)
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But a central relay is
a single point of failure.

Bob2

Bob1

Bob3

Alice2

Alice1

Alice3

Evil
Relay

E(Bob3,“X”)

E(Bob1, “Y”)

E(Bob2, “Z”)

“Y
”

“Z”

“X”
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... or a single point of 
bypass.

Bob2

Bob1

Bob3

Alice2

Alice1

Alice3

Irrelevant
Relay

E(Bob3,“X”)

E(Bob1, “Y”)

E(Bob2, “Z”)

“Y
”

“Z”

“X”

Timing analysis bridges all connections 
through relay   ⇒ An attractive fat target



14

So, add multiple relays so 
that no single one can 

betray Alice.
BobAlice

R1

R2

R3

R4 R5
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Alice makes a session key 
with R1

...And then tunnels to R2...and 
to R3

BobAlice

R1

R2

R3

R4 R5

Bob2
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The Network
● Between 6000 and 7000 relays online.
● Hosted by different organizations, 

companies, and individuals.
● 9 Directory Authorities and 1 Bridge 

authority.
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Tor's safety comes from 
diversity

● #1: Diversity of relays. The more relays 
we have and the more diverse they are, 
the fewer attackers are in a position to do 
traffic confirmation. (Research problem: 
measuring diversity over time)

● #2: Diversity of users and reasons to use 
it. 50000 users in Iran means almost all of 
them are normal citizens.
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Building Secure Software
● Tor is written in the C 

programming language.
● Experiments with Mozilla’s Rust 

programming language.
● Follow best practices: high 

coverage for tests, integration 
tests, coverity, static code 
analysis, code review policies.
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Anti Censorship
● Censors will apply censorship to  

nodes in the network.
● Same for known bridges.
● Solution: either make it hard to 

analyze the traffic or make it 
hard to block the bridges.
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Pluggable Transports
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The Obfourscator (obfs4)
● Does full x25519 handshakes, 

but uses Elligator2 to map elliptic 
curve points.

● Allows you to tune timers for 
traffic.
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Domain Fronting (Meek)
● Connect with TLS with SNI set to 

some large user of the cloud 
provider.

● Inside your TLS connection you 
do a normal HTTP request, but 
with the Host header set to the 
server you want to reach inside 
the cloud.

● Efficient, but expensive :-(
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Domain Fronting
● Using ESNI?
● Using various cloud providers 

message queue services?
● Generally using large centralized 

services to give access to 
censored people.
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Snowflake
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Onion Service
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Onion service properties

● Self authenticated
● End-to-end encrypted
● Built-in NAT punching
● Limit surface area
● No need to “exit” from Tor
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Onion service properties

● Very long names – hard to 
remember for humans. V2 
→ V3 transition made 
names even longer.

● Should we have a secure 
and “fair” domain name 
system on top?
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Onion service crypto

● V2: RSA-1024 + SHA-1 :-(
● V3: {ed|x}25519 + SHA-3.
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Camping the Hash Ring

Hash Ring

HSDirn

desc_idrep0

desc_idrep1

HSDirn+1

HSDirn+2

HSDirn

HSDirn+1

HSDirn+2
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The “Dark Web” as popularly depicted

Onion services Online criminal activity

Unindexed Websites not generally reachable 

Dark Web
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Reality

Onion services Online criminal activity

Unindexed Websites not generally reachable 
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Reality

Onion services Online criminal activity

Unindexed Websites not generally reachable 

Dark Web?
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Reality

Onion services Online criminal activity

Unindexed Websites not generally reachable 

Dark Web?
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Reality

Onion services Online criminal activity

Unindexed Websites not generally reachable 

Dark Web?
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Scale also matters

Onion services

Online criminal activity

Unindexed Websites not generally reachable 

Dark Web?
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SecureDrop

https://securedrop.org/directory
Today, 75+ organizations use SecureDrop
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OnionShare
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Tor isn't foolproof
● Opsec mistakes
● Browser metadata fingerprints
● Browser exploits
● Traffic analysis
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How can you help?
● Run a relay (or a bridge)
● Teach your friends about Tor, and 

privacy in general
● Help find -- and fix – bugs
● Work on open research problems
● Donating to the project: 

https://donate.torproject.org/
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ooni.torproject.org
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explorer.ooni.torproject.org

● I
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Questions? 
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